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HNHcTpykuus mo 3ammmre KOMNbIOTEPa OT aTak BUpyca mm@posaiabmuka WannaCry

1. Ilpoiitu no cceuike: https://vadi.sk/d/b7-a045Y31Bhg8

2. B oTkpsiBIIEMCS OKHE HaxaTh «CKadaThy.

- 8 Hapexwwiii | httpsy/yadisk/d/7vnAlJEC3)97go

ﬂHﬂeKcﬂMCK MOYTA KAPTbI MAPKET EWE
ZIP
WannaCryDefender.zip
CoxpanuTe Ha Akgerc Juck CrauaTe

onenuTecA: https:/lyadi skid/7vnAlJEC3J97go
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[MoKkasaTe KOMMEHTapHK

3. PacnakoBarbh Cka4aHHBIN apXHB B JI0O0E MECTO U OTKPHITH €ro B IIpoBogHuKeE.
Distr 14.05.2017 21:40 Manka c dainamm

WannaCryDefender.bat 14.05.2017 22:03 MakeTHBIA dann ... 3KB

4. Haxatp nHa ¢aiin WannaCryDefender.bat npaBoii kHOIKOW MBI U BBIOPATh MYHKT
3anyck om umenu admunucmpamopa

- v » Windows8_05(C:) » temp » WannaCryDefender
A O Wma i
#F BricTpeii goctyn
B PaBounii 2 Distr 14
aBounid cTon
[1[%] WannaCrvDefender.bat 14
OTHpBITE
MzmeHnTs

Meqats /

p 3anyck oT MMEHW 3aMWHNCTPaTopa I

5. Ilpu nosBnennn okHa «Cuctema WIiNdOwS 3amutuia KOMIBIOTEP» HYKHO HaKaTh
Iloopobuee — Boinonnums 6 11060Mm cyuae.

Cucrema Windows 3auptiia Bail KoMbloTep Cucrema Windows 3aliputina Ball KOMMbIOTED
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6. Ilpu nossineHun okHa «Pa3pemuTs 3TOMY NPHIOKEHUIO BHOCUTh U3MEHEHUs Ha BalleM
ycTpoiictBe?» HaxaTh J{A.

) KoHTpOAb yUYeTHbIX 3aNMced NoAL30BaTenel -

Bhl XOTWTe paspelnTs cieaytolleid nporpaMme BHECTU

W3MEHEHWA Ha 3TOM KOMI'II:H]TE'pE'?

Wma nporpamms: OBpaborumnk komang Windows
MpoBeperHbIid n3gaTent: Microsoft Windows
@ Mokasats nogpoBHoCTH Aa | | Her

Hacrpoiika Bblaayum Takux YBeaomMeHmil

7. 3amycTuTcs porpamma, KoTopasi yCTaHOBUT HEOOXOAMMbIE OOHOBIICHHUST OE30MMACHOCTH U
OTKJIIOYHT He O€301acHbIe CIIyKObI.

BN CAWINDOWS\System32\cmd.exe — [m] x

delims==" n (‘wmic os get Caption /va

ows 1@ Pro" == echo wmic os get Caption|

8. Ilo 3aBepmieHnu paboOTHI B KaTauore ¢ nporpammon nosisutcs nanka LOGS

Distr — 14.05.2017 21:40 Manka c gainamn
Logs 14.05.2017 22:28 Manka c gainamn
WannaCryDefender.bat 14.05.2017 22:03 MakeTHe daiin .. 3KE

B nanke Logs Oyaer HaXxoAMTbCs OJUH WM HECKOJIBKO (aillloB ¢ oT4eToM 0 padote
pOrpaMMBEI.

Bazkno:

B kxauecTtBe mOOOYHOrO EHCTBUS MOBBIILIEHUS 3aLIUIIEHHOCTH KOMIIBIOTEPA C HETO MOXKET
IponacTb JOCTYH K CTapbIM ycTpoicTBaM (TpuHTEpaM, (HalIoBbBIM XpaHWINLIAM),
UCTIOJIB3YIOIIMM HEOE30IaCHbIE TPOTOKOJIBI CBS3H.

Hcrounuk: http://spbsecurity.blogspot.com/2017/05/WannaCryDefender.html
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